
SHA256 Detection Name

a88573c55b3901e5e40502ac9146449c1b21b9c8fdfafd249
c6760be2aa947ae

W32.Generic:Dropper.17jz.
1201

3a40b3fcb0707e9b5ae6dd9c7b4370b101c37c0b48fa56a6
02a39e6d7d5d0de5

W32.GenericKD:BackoffPOS
D.17j1.1201

11591204155db5eb5e9c5a3adbb23e99a75c3b25207d07d
7e52a6407c7ad0165

W32.Agent:DH.17kd.1201

067d6f9eb0059a33343667ccdfabddc61c340b72c5db4734a
831ea7b84e7d078

SFL:BackoffPOS-tpd

fca6b4a9bf36ac8bcb796d7be17aada272aa55593d796759
92cdc438b754fb73

SFL:BackoffPOS-tpd

93097f887951fa949f7bbf3f36b93502aeb95a003661a23ea0
a7253c2fc44d5d

Win.Trojan.Backoffpos.VRT

066692f757e059ca3dbe4dbd3256b7255a1c0bb86d1c1cc8
51ca7bba9ae010cd

Mobler:AMAY-tpd

938626a243d256ba8f135308c4347b0d7c8d37512e6e679a
17e630323ec0827c

Win.Trojan.Backoffpos.VRT

bf693160f8a2857ba9f16ca028e6a63074c0a3038aa3dee79
92f37e04c04469e

W32.GenericKD:Dropper.
17ka.1201

484841d4a3dadd95552c278a41072ebec1eda9a9bbd93d2
9be4215df595b016d

W32.Variant:Drop.17j1.1201

eea425746483fec74ffcef4ae1d72849876506e738cbcdac77
e46834a0720efc

SFL:Troj_Generic-tpd

b2e138761d778765b18f06ec34b51166d96251e6252bb0ce
69a569f003f3e7f7

W32.Backoff:Trojan.17ka.
1201

d22bda05dc866fb56773be3798f9afc2f0928984a7fd4408a8
5862fd357c7e03

W32.Malware:Spy.17ka.1201

3d9f37246356ca098177c770dff70fe5bb44db7485c2da80e
b7c7dd82da6f958

W32.GenericKD:Unskal.17jt.
1201

385fade68fed9ae60e49529fe545137c88cbf7a44800f1298b
66c0095b4023b6

SFL:BackoffPOS-tpd

db95b423bfca79a8c02fc1cc8f86f6cf926218b5558caf1429e
69eab5a94ed60

SFL:BackoffPOS-tpd

d9076f48a055f1b3897349c858db5a6787a081e3b063a18d
a5372acb13b0e97e

SFL:BackoffPOS-tpd

235680cdee9edc4d993f6a25f3b6e7d1441c3b39eadff819a
1a90e6f1a165740

W32.GenericKD:GJWBN.
17hj.1201

17c4d33b404e57bc84292bbb025d20c76ba37590372b131
3203b9c3eb842d42b

W32.GenericKD:Zhelatin.
17j0.1201

b9471bacc32585c2f2b4af562a1b1543e0b04522e0de04b8
02355a8c8d951366

Trojan:Zhelatin-tpd

6448813b66fca735f277e5e3f7915467753dc1305ba25ce46
ac2a9d2b9d45b45

SFL:BackoffPOS-tpd

5fded48a9a02b4f9e422fe08f7cd248cc8d42c8c4a4b1ea8eb
5eed7042e7a26f

W32.Malware:Spy.17jz.1201

d9ba782016e834bab365d72071a66c54aa3b6821d957908
b2da316cc5b66a8bd

W32.GenericKD:Backoff.17jc.
1201

d33cd3dafb226e4e65f7e8a31026be4376f2f8ec8d86516e6
1c9d82c1630d9ae

Win.Trojan.Backoffpos.VRT

b1ebeebe4e7bf6b7c257cb017523896b49c0d8c2fc761d1be
dc5e9c2b9bd0e73

W32.Malware.17jz.1201

da33c1ff835658fd4c7cce31b38d8d8f42d9fe62c5842c1ac1
356bf7a0b6d20a

W32.Malware:Spy.17jy.1201

6b0f3f78c8e63b5e316c643c1719c43a5be853d13c62d89ee
50528aaafd87e7f

W32.Malware:Spy.17jv.1201

8aeb3378f677e56f5b57005a496b33a2c29ab3852b85f9a9f
9c24462969ff399

SFL:BackoffPOS-tpd

507d6ee93f84126043045c33c9b6e3c2acc22bddc36c453ff
e6949c564c27500

W32.GenericKD:Injector.17jy.
1201

c17b8c6acdd6c6c38a894f30675b50ec450fb4f7635c0330d
1b80358d21246e4

Win.Trojan.Backoffpos.VRT

f1ad3e40c640088dac340ab3985891efb381cbe4a25b0ef00
32235f18003c7ba

SFL:BackoffPOS-tpd

0e5a5ceb3389632510226d3d9ae8cdbfda12a3fad3bcd2e8
b994bc3073f8b67c

Dropped:BackoffPOS-tpd

d420ca832e7df87a7c514ebd87e2a33800a387204c0e241d
96e6c40589678bdc

W32.GenericKD:Gen.17jv.
1201

fd049f9441b59c491f97b9a8d79ef1b3cea7680326046cb61
5aa79402e0849f2

Heur:Trojano-tpd

620e35667315fd986aef33dff6e86c1a9fbd92de2410c6bdb0
ed2bc6046ee2e9

W32.GenericKD:Dropper.
17ju.1201

07c257ce0607e45a793fa3ee2c392e7bcd62a8749349aa84
8254994acfab452b

W32.Variant:Malwaregen.
17jt.1201

c4e56ad1cdc76612ee788f07d2fc7480f6cd09ee48c440216
bd126cecad00532

W32.GenericKD:Dropper.
17js.1201

3ec70ed448ce01954bee89c6055515c82f28e651bdda5020
e11a3ad4ab6f703f

Heur:Trojano-tpd

db66d977e65b74ef71450698538888c51435c3a91bb80855
ae00c81dc07f562e

Heur:Trojano-tpd

586f3d745629fd0dca7b6664c48176aa7c2c1596bde69d91
713a2ddadd26679f

Heur:Trojano-tpd

f8f60b34857f8627ff6be78010c61c1c48d95bb3b8365e2993
fca7e3e5d8062c

Win.Trojan.Backoffpos.VRT

201894b3437670a3e80d86bf6d8d6e781f18761df443f0359
3460bc155f084c8

SFL:BackoffPOS-tpd

32522c96895f731df893793c7f752208c857406e5ecb36d4e
49f5152e07370b1

SFL:BackoffPOS-tpd

c2fc9e95a7dc5e11d7995b3ff61f0221321ee1bcb988cd8af1
76e43696e2aaec

SFL:Troj_Generic-tpd

7dc3918542517aa051cf33d6f83da09ede1b4d96d2b332b7
9ff76f9641cf0ec2

SFL:BackoffPOS-tpd

806f184457bbc2b9b764e704cf90934510d6f28d50f696874
7b1c4bf5f7c644e

Win.Trojan.Backoffpos.VRT

79899a6f6f3fc1f10f6aa6f41716d1c3b6eb30682dcf5364f42
9b3a6312aeb6a

Win.Trojan.Backoffpos.VRT

301e8d50e28045022e968c020a69d9d0130b0e125f9e9a0e
74390f88d73c8fb3

Win.Trojan.Backoffpos.VRT

4142e883a7800289b48c49ed4b8450a9559242e0b367512
2f25ec4ac3d33d9b7

W32.Trojan:Dropper.17jg.
1201

99046025f8196560a13b64d7751b16edb43fc9aee34efd4cd
99dc946fc93237c

Trojan:FYIY-tpd

8b25e2afa04d17bc08f55d8daf86d2390b5b70d7619cc64cd
659f374ffca7285

Heur:Trojano-tpd

0ac4785b540f0a08e556ff0cb74455f472efd2f1b68f49d8282
5fefd64e540f6

W32.Variant:Dropper.17jd.
1201

1d79e60a2a457df197ce8021100dd520fd3c545223c3ef822
c804073f758cf8b

Heur:Obfuscated-tpd

0661ae83f8de1946b25d359c8158627956c57e221eb39d24
bce5cdbda1b6e2fe

W32.Trojan:Agent.17i3.1201

3c3f71ea5f86a708eb8a3e09f0bcd94fea19df0edabf8949e8
450430adce4e2a

AIA:Trojano-tpd

bdd33448aaa215fc7bb739b734f81d706e00543d9fd87a8f7
cd3340ae33f5611

Win.Trojan.Backoffpos.VRT

42b3edcfb4473313c551e4522cc25dda85801d95e3f72470
ac38e9cd3663b9cd

Cekar:Klest-tpd

c0c396292f5747c0c790a3c787465dad17808cef4c6038e33
2e7e6750d70c8af

Win.Trojan.Backoffpos.VRT

b56c71051592526f84036ce25831682a07f973c2dbfd67b9d
9b0d91d88903d1b

Heur:Trojano-tpd

ab473c5ec638d173853ed2680432241463ab65c6ac880cc2
6e07fd186b18c72f

Win.Trojan.Backoffpos.VRT

2732efaa02fae1c3f16546160986a4a0ca36d0f7b8a1b70d2f
c379c216f7d454

Mobler:Obfuscated-tpd

d4dff811e11c10566808d62a09ffc75f46fe8db64cea75566ca
ec30266d31e85

Trojan-tpd

6888d8839870f24ff1853db9ddab0def3ee311f971f89772cd
1ebc81e89a8313

Trojan-tpd

84792773047e2ae7f3dbcc9d49ecfa1dc254d3ddd31654f60
3e4825a2e35bb46

Mobler:Obfuscated-tpd

d10941638416dbea1dbac51ce5cae3f35b4d0c96d2dce1d9
8e00245f09381e28

Mobler:Obfuscated-tpd

a348178b7466118730847dcf7da144127b5665a894470c2d
8a1e193b7615fa43

W32.Generic:CSWX.17ck.
1201

a80a5501ecff41c850bb6b76e44035e73f91f7cac563ef6db6
9b9ee2c4568b23

Trojan-tpd

b9789a18feb071e27f9d1751bac04df5cc0f266a120306b28
5246aed9c87b7c0

Win.Trojan.Backoffpos.VRT

4bc1b924c9d2384f0932294708f44d437792573199d0c3f78
8ce56dbfeefb291

Win.Trojan.Backoffpos.VRT

15232dd959c434c2e5a7e92038b95ad7c200711c6b379b0f
3da8883bef54a1f9

Win.Trojan.Backoffpos.VRT

3bf0efef6aa2212dc0cc81f5a68ac68df317b53a21e70c32cc
bdcaf823850d82

Win.Trojan.Backoffpos.VRT

54267e4e5903c0c94dd0098fd99fbb9c22dd6208f619d11ab
bb1e4947094ede2

Mobler:Obfuscated-tpd

43a3d0b8be9c18b8c59283800ed882bf72eec298524ae2ffe
91a44112b8137fb

Heur:Trojano-tpd

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201



SHA256 Detection Name

a88573c55b3901e5e40502ac9146449c1b21b9c8fdfafd249
c6760be2aa947ae
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SFL:BackoffPOS-tpd
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SFL:BackoffPOS-tpd

93097f887951fa949f7bbf3f36b93502aeb95a003661a23ea0
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Win.Trojan.Backoffpos.VRT
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51ca7bba9ae010cd
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Win.Trojan.Backoffpos.VRT
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W32.GenericKD:Dropper.
17ka.1201

484841d4a3dadd95552c278a41072ebec1eda9a9bbd93d2
9be4215df595b016d

W32.Variant:Drop.17j1.1201

eea425746483fec74ffcef4ae1d72849876506e738cbcdac77
e46834a0720efc

SFL:Troj_Generic-tpd

b2e138761d778765b18f06ec34b51166d96251e6252bb0ce
69a569f003f3e7f7

W32.Backoff:Trojan.17ka.
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Trojan:Zhelatin-tpd
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SFL:BackoffPOS-tpd
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W32.Malware:Spy.17jz.1201
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W32.GenericKD:Backoff.17jc.
1201

d33cd3dafb226e4e65f7e8a31026be4376f2f8ec8d86516e6
1c9d82c1630d9ae

Win.Trojan.Backoffpos.VRT
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W32.Malware.17jz.1201
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356bf7a0b6d20a

W32.Malware:Spy.17jy.1201

6b0f3f78c8e63b5e316c643c1719c43a5be853d13c62d89ee
50528aaafd87e7f

W32.Malware:Spy.17jv.1201

8aeb3378f677e56f5b57005a496b33a2c29ab3852b85f9a9f
9c24462969ff399

SFL:BackoffPOS-tpd

507d6ee93f84126043045c33c9b6e3c2acc22bddc36c453ff
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W32.GenericKD:Injector.17jy.
1201

c17b8c6acdd6c6c38a894f30675b50ec450fb4f7635c0330d
1b80358d21246e4

Win.Trojan.Backoffpos.VRT

f1ad3e40c640088dac340ab3985891efb381cbe4a25b0ef00
32235f18003c7ba

SFL:BackoffPOS-tpd
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Dropped:BackoffPOS-tpd
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1201
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W32.GenericKD:Dropper.
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15232dd959c434c2e5a7e92038b95ad7c200711c6b379b0f
3da8883bef54a1f9

Win.Trojan.Backoffpos.VRT

3bf0efef6aa2212dc0cc81f5a68ac68df317b53a21e70c32cc
bdcaf823850d82

Win.Trojan.Backoffpos.VRT

54267e4e5903c0c94dd0098fd99fbb9c22dd6208f619d11ab
bb1e4947094ede2

Mobler:Obfuscated-tpd

43a3d0b8be9c18b8c59283800ed882bf72eec298524ae2ffe
91a44112b8137fb

Heur:Trojano-tpd

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201



SHA256 Detection Name

a88573c55b3901e5e40502ac9146449c1b21b9c8fdfafd249
c6760be2aa947ae

W32.Generic:Dropper.17jz.
1201

3a40b3fcb0707e9b5ae6dd9c7b4370b101c37c0b48fa56a6
02a39e6d7d5d0de5

W32.GenericKD:BackoffPOS
D.17j1.1201

11591204155db5eb5e9c5a3adbb23e99a75c3b25207d07d
7e52a6407c7ad0165

W32.Agent:DH.17kd.1201

067d6f9eb0059a33343667ccdfabddc61c340b72c5db4734a
831ea7b84e7d078

SFL:BackoffPOS-tpd

fca6b4a9bf36ac8bcb796d7be17aada272aa55593d796759
92cdc438b754fb73

SFL:BackoffPOS-tpd

93097f887951fa949f7bbf3f36b93502aeb95a003661a23ea0
a7253c2fc44d5d

Win.Trojan.Backoffpos.VRT

066692f757e059ca3dbe4dbd3256b7255a1c0bb86d1c1cc8
51ca7bba9ae010cd

Mobler:AMAY-tpd

938626a243d256ba8f135308c4347b0d7c8d37512e6e679a
17e630323ec0827c

Win.Trojan.Backoffpos.VRT

bf693160f8a2857ba9f16ca028e6a63074c0a3038aa3dee79
92f37e04c04469e

W32.GenericKD:Dropper.
17ka.1201

484841d4a3dadd95552c278a41072ebec1eda9a9bbd93d2
9be4215df595b016d

W32.Variant:Drop.17j1.1201

eea425746483fec74ffcef4ae1d72849876506e738cbcdac77
e46834a0720efc

SFL:Troj_Generic-tpd

b2e138761d778765b18f06ec34b51166d96251e6252bb0ce
69a569f003f3e7f7

W32.Backoff:Trojan.17ka.
1201

d22bda05dc866fb56773be3798f9afc2f0928984a7fd4408a8
5862fd357c7e03

W32.Malware:Spy.17ka.1201

3d9f37246356ca098177c770dff70fe5bb44db7485c2da80e
b7c7dd82da6f958

W32.GenericKD:Unskal.17jt.
1201

385fade68fed9ae60e49529fe545137c88cbf7a44800f1298b
66c0095b4023b6

SFL:BackoffPOS-tpd

db95b423bfca79a8c02fc1cc8f86f6cf926218b5558caf1429e
69eab5a94ed60

SFL:BackoffPOS-tpd

d9076f48a055f1b3897349c858db5a6787a081e3b063a18d
a5372acb13b0e97e

SFL:BackoffPOS-tpd

235680cdee9edc4d993f6a25f3b6e7d1441c3b39eadff819a
1a90e6f1a165740

W32.GenericKD:GJWBN.
17hj.1201

17c4d33b404e57bc84292bbb025d20c76ba37590372b131
3203b9c3eb842d42b

W32.GenericKD:Zhelatin.
17j0.1201

b9471bacc32585c2f2b4af562a1b1543e0b04522e0de04b8
02355a8c8d951366

Trojan:Zhelatin-tpd

6448813b66fca735f277e5e3f7915467753dc1305ba25ce46
ac2a9d2b9d45b45

SFL:BackoffPOS-tpd

5fded48a9a02b4f9e422fe08f7cd248cc8d42c8c4a4b1ea8eb
5eed7042e7a26f

W32.Malware:Spy.17jz.1201

d9ba782016e834bab365d72071a66c54aa3b6821d957908
b2da316cc5b66a8bd

W32.GenericKD:Backoff.17jc.
1201

d33cd3dafb226e4e65f7e8a31026be4376f2f8ec8d86516e6
1c9d82c1630d9ae

Win.Trojan.Backoffpos.VRT

b1ebeebe4e7bf6b7c257cb017523896b49c0d8c2fc761d1be
dc5e9c2b9bd0e73

W32.Malware.17jz.1201

da33c1ff835658fd4c7cce31b38d8d8f42d9fe62c5842c1ac1
356bf7a0b6d20a

W32.Malware:Spy.17jy.1201

6b0f3f78c8e63b5e316c643c1719c43a5be853d13c62d89ee
50528aaafd87e7f

W32.Malware:Spy.17jv.1201

8aeb3378f677e56f5b57005a496b33a2c29ab3852b85f9a9f
9c24462969ff399

SFL:BackoffPOS-tpd

507d6ee93f84126043045c33c9b6e3c2acc22bddc36c453ff
e6949c564c27500

W32.GenericKD:Injector.17jy.
1201

c17b8c6acdd6c6c38a894f30675b50ec450fb4f7635c0330d
1b80358d21246e4

Win.Trojan.Backoffpos.VRT

f1ad3e40c640088dac340ab3985891efb381cbe4a25b0ef00
32235f18003c7ba

SFL:BackoffPOS-tpd

0e5a5ceb3389632510226d3d9ae8cdbfda12a3fad3bcd2e8
b994bc3073f8b67c

Dropped:BackoffPOS-tpd

d420ca832e7df87a7c514ebd87e2a33800a387204c0e241d
96e6c40589678bdc

W32.GenericKD:Gen.17jv.
1201

fd049f9441b59c491f97b9a8d79ef1b3cea7680326046cb61
5aa79402e0849f2

Heur:Trojano-tpd

620e35667315fd986aef33dff6e86c1a9fbd92de2410c6bdb0
ed2bc6046ee2e9

W32.GenericKD:Dropper.
17ju.1201

07c257ce0607e45a793fa3ee2c392e7bcd62a8749349aa84
8254994acfab452b

W32.Variant:Malwaregen.
17jt.1201

c4e56ad1cdc76612ee788f07d2fc7480f6cd09ee48c440216
bd126cecad00532

W32.GenericKD:Dropper.
17js.1201

3ec70ed448ce01954bee89c6055515c82f28e651bdda5020
e11a3ad4ab6f703f

Heur:Trojano-tpd

db66d977e65b74ef71450698538888c51435c3a91bb80855
ae00c81dc07f562e

Heur:Trojano-tpd

586f3d745629fd0dca7b6664c48176aa7c2c1596bde69d91
713a2ddadd26679f

Heur:Trojano-tpd

f8f60b34857f8627ff6be78010c61c1c48d95bb3b8365e2993
fca7e3e5d8062c

Win.Trojan.Backoffpos.VRT

201894b3437670a3e80d86bf6d8d6e781f18761df443f0359
3460bc155f084c8

SFL:BackoffPOS-tpd

32522c96895f731df893793c7f752208c857406e5ecb36d4e
49f5152e07370b1

SFL:BackoffPOS-tpd

c2fc9e95a7dc5e11d7995b3ff61f0221321ee1bcb988cd8af1
76e43696e2aaec

SFL:Troj_Generic-tpd

7dc3918542517aa051cf33d6f83da09ede1b4d96d2b332b7
9ff76f9641cf0ec2

SFL:BackoffPOS-tpd

806f184457bbc2b9b764e704cf90934510d6f28d50f696874
7b1c4bf5f7c644e

Win.Trojan.Backoffpos.VRT

79899a6f6f3fc1f10f6aa6f41716d1c3b6eb30682dcf5364f42
9b3a6312aeb6a

Win.Trojan.Backoffpos.VRT

301e8d50e28045022e968c020a69d9d0130b0e125f9e9a0e
74390f88d73c8fb3

Win.Trojan.Backoffpos.VRT

4142e883a7800289b48c49ed4b8450a9559242e0b367512
2f25ec4ac3d33d9b7

W32.Trojan:Dropper.17jg.
1201

99046025f8196560a13b64d7751b16edb43fc9aee34efd4cd
99dc946fc93237c

Trojan:FYIY-tpd

8b25e2afa04d17bc08f55d8daf86d2390b5b70d7619cc64cd
659f374ffca7285

Heur:Trojano-tpd

0ac4785b540f0a08e556ff0cb74455f472efd2f1b68f49d8282
5fefd64e540f6

W32.Variant:Dropper.17jd.
1201

1d79e60a2a457df197ce8021100dd520fd3c545223c3ef822
c804073f758cf8b

Heur:Obfuscated-tpd

0661ae83f8de1946b25d359c8158627956c57e221eb39d24
bce5cdbda1b6e2fe

W32.Trojan:Agent.17i3.1201

3c3f71ea5f86a708eb8a3e09f0bcd94fea19df0edabf8949e8
450430adce4e2a

AIA:Trojano-tpd

bdd33448aaa215fc7bb739b734f81d706e00543d9fd87a8f7
cd3340ae33f5611

Win.Trojan.Backoffpos.VRT

42b3edcfb4473313c551e4522cc25dda85801d95e3f72470
ac38e9cd3663b9cd

Cekar:Klest-tpd

c0c396292f5747c0c790a3c787465dad17808cef4c6038e33
2e7e6750d70c8af

Win.Trojan.Backoffpos.VRT

b56c71051592526f84036ce25831682a07f973c2dbfd67b9d
9b0d91d88903d1b

Heur:Trojano-tpd

ab473c5ec638d173853ed2680432241463ab65c6ac880cc2
6e07fd186b18c72f

Win.Trojan.Backoffpos.VRT

2732efaa02fae1c3f16546160986a4a0ca36d0f7b8a1b70d2f
c379c216f7d454

Mobler:Obfuscated-tpd

d4dff811e11c10566808d62a09ffc75f46fe8db64cea75566ca
ec30266d31e85

Trojan-tpd

6888d8839870f24ff1853db9ddab0def3ee311f971f89772cd
1ebc81e89a8313

Trojan-tpd

84792773047e2ae7f3dbcc9d49ecfa1dc254d3ddd31654f60
3e4825a2e35bb46

Mobler:Obfuscated-tpd

d10941638416dbea1dbac51ce5cae3f35b4d0c96d2dce1d9
8e00245f09381e28

Mobler:Obfuscated-tpd

a348178b7466118730847dcf7da144127b5665a894470c2d
8a1e193b7615fa43

W32.Generic:CSWX.17ck.
1201

a80a5501ecff41c850bb6b76e44035e73f91f7cac563ef6db6
9b9ee2c4568b23

Trojan-tpd

b9789a18feb071e27f9d1751bac04df5cc0f266a120306b28
5246aed9c87b7c0

Win.Trojan.Backoffpos.VRT

4bc1b924c9d2384f0932294708f44d437792573199d0c3f78
8ce56dbfeefb291

Win.Trojan.Backoffpos.VRT

15232dd959c434c2e5a7e92038b95ad7c200711c6b379b0f
3da8883bef54a1f9

Win.Trojan.Backoffpos.VRT

3bf0efef6aa2212dc0cc81f5a68ac68df317b53a21e70c32cc
bdcaf823850d82

Win.Trojan.Backoffpos.VRT

54267e4e5903c0c94dd0098fd99fbb9c22dd6208f619d11ab
bb1e4947094ede2

Mobler:Obfuscated-tpd

43a3d0b8be9c18b8c59283800ed882bf72eec298524ae2ffe
91a44112b8137fb

Heur:Trojano-tpd

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201



SHA256 Detection Name

a88573c55b3901e5e40502ac9146449c1b21b9c8fdfafd249
c6760be2aa947ae

W32.Generic:Dropper.17jz.
1201

3a40b3fcb0707e9b5ae6dd9c7b4370b101c37c0b48fa56a6
02a39e6d7d5d0de5

W32.GenericKD:BackoffPOS
D.17j1.1201

11591204155db5eb5e9c5a3adbb23e99a75c3b25207d07d
7e52a6407c7ad0165

W32.Agent:DH.17kd.1201

067d6f9eb0059a33343667ccdfabddc61c340b72c5db4734a
831ea7b84e7d078

SFL:BackoffPOS-tpd

fca6b4a9bf36ac8bcb796d7be17aada272aa55593d796759
92cdc438b754fb73

SFL:BackoffPOS-tpd

93097f887951fa949f7bbf3f36b93502aeb95a003661a23ea0
a7253c2fc44d5d

Win.Trojan.Backoffpos.VRT

066692f757e059ca3dbe4dbd3256b7255a1c0bb86d1c1cc8
51ca7bba9ae010cd

Mobler:AMAY-tpd

938626a243d256ba8f135308c4347b0d7c8d37512e6e679a
17e630323ec0827c

Win.Trojan.Backoffpos.VRT

bf693160f8a2857ba9f16ca028e6a63074c0a3038aa3dee79
92f37e04c04469e

W32.GenericKD:Dropper.
17ka.1201

484841d4a3dadd95552c278a41072ebec1eda9a9bbd93d2
9be4215df595b016d

W32.Variant:Drop.17j1.1201

eea425746483fec74ffcef4ae1d72849876506e738cbcdac77
e46834a0720efc

SFL:Troj_Generic-tpd

b2e138761d778765b18f06ec34b51166d96251e6252bb0ce
69a569f003f3e7f7

W32.Backoff:Trojan.17ka.
1201

d22bda05dc866fb56773be3798f9afc2f0928984a7fd4408a8
5862fd357c7e03

W32.Malware:Spy.17ka.1201

3d9f37246356ca098177c770dff70fe5bb44db7485c2da80e
b7c7dd82da6f958

W32.GenericKD:Unskal.17jt.
1201

385fade68fed9ae60e49529fe545137c88cbf7a44800f1298b
66c0095b4023b6

SFL:BackoffPOS-tpd

db95b423bfca79a8c02fc1cc8f86f6cf926218b5558caf1429e
69eab5a94ed60

SFL:BackoffPOS-tpd

d9076f48a055f1b3897349c858db5a6787a081e3b063a18d
a5372acb13b0e97e

SFL:BackoffPOS-tpd

235680cdee9edc4d993f6a25f3b6e7d1441c3b39eadff819a
1a90e6f1a165740

W32.GenericKD:GJWBN.
17hj.1201

17c4d33b404e57bc84292bbb025d20c76ba37590372b131
3203b9c3eb842d42b

W32.GenericKD:Zhelatin.
17j0.1201

b9471bacc32585c2f2b4af562a1b1543e0b04522e0de04b8
02355a8c8d951366

Trojan:Zhelatin-tpd

6448813b66fca735f277e5e3f7915467753dc1305ba25ce46
ac2a9d2b9d45b45

SFL:BackoffPOS-tpd

5fded48a9a02b4f9e422fe08f7cd248cc8d42c8c4a4b1ea8eb
5eed7042e7a26f

W32.Malware:Spy.17jz.1201

d9ba782016e834bab365d72071a66c54aa3b6821d957908
b2da316cc5b66a8bd

W32.GenericKD:Backoff.17jc.
1201

d33cd3dafb226e4e65f7e8a31026be4376f2f8ec8d86516e6
1c9d82c1630d9ae

Win.Trojan.Backoffpos.VRT

b1ebeebe4e7bf6b7c257cb017523896b49c0d8c2fc761d1be
dc5e9c2b9bd0e73

W32.Malware.17jz.1201

da33c1ff835658fd4c7cce31b38d8d8f42d9fe62c5842c1ac1
356bf7a0b6d20a

W32.Malware:Spy.17jy.1201

6b0f3f78c8e63b5e316c643c1719c43a5be853d13c62d89ee
50528aaafd87e7f

W32.Malware:Spy.17jv.1201

8aeb3378f677e56f5b57005a496b33a2c29ab3852b85f9a9f
9c24462969ff399

SFL:BackoffPOS-tpd

507d6ee93f84126043045c33c9b6e3c2acc22bddc36c453ff
e6949c564c27500

W32.GenericKD:Injector.17jy.
1201

c17b8c6acdd6c6c38a894f30675b50ec450fb4f7635c0330d
1b80358d21246e4

Win.Trojan.Backoffpos.VRT

f1ad3e40c640088dac340ab3985891efb381cbe4a25b0ef00
32235f18003c7ba

SFL:BackoffPOS-tpd

0e5a5ceb3389632510226d3d9ae8cdbfda12a3fad3bcd2e8
b994bc3073f8b67c

Dropped:BackoffPOS-tpd

d420ca832e7df87a7c514ebd87e2a33800a387204c0e241d
96e6c40589678bdc

W32.GenericKD:Gen.17jv.
1201

fd049f9441b59c491f97b9a8d79ef1b3cea7680326046cb61
5aa79402e0849f2

Heur:Trojano-tpd

620e35667315fd986aef33dff6e86c1a9fbd92de2410c6bdb0
ed2bc6046ee2e9

W32.GenericKD:Dropper.
17ju.1201

07c257ce0607e45a793fa3ee2c392e7bcd62a8749349aa84
8254994acfab452b

W32.Variant:Malwaregen.
17jt.1201

c4e56ad1cdc76612ee788f07d2fc7480f6cd09ee48c440216
bd126cecad00532

W32.GenericKD:Dropper.
17js.1201

3ec70ed448ce01954bee89c6055515c82f28e651bdda5020
e11a3ad4ab6f703f

Heur:Trojano-tpd

db66d977e65b74ef71450698538888c51435c3a91bb80855
ae00c81dc07f562e

Heur:Trojano-tpd

586f3d745629fd0dca7b6664c48176aa7c2c1596bde69d91
713a2ddadd26679f

Heur:Trojano-tpd

f8f60b34857f8627ff6be78010c61c1c48d95bb3b8365e2993
fca7e3e5d8062c

Win.Trojan.Backoffpos.VRT

201894b3437670a3e80d86bf6d8d6e781f18761df443f0359
3460bc155f084c8

SFL:BackoffPOS-tpd

32522c96895f731df893793c7f752208c857406e5ecb36d4e
49f5152e07370b1

SFL:BackoffPOS-tpd

c2fc9e95a7dc5e11d7995b3ff61f0221321ee1bcb988cd8af1
76e43696e2aaec

SFL:Troj_Generic-tpd

7dc3918542517aa051cf33d6f83da09ede1b4d96d2b332b7
9ff76f9641cf0ec2

SFL:BackoffPOS-tpd

806f184457bbc2b9b764e704cf90934510d6f28d50f696874
7b1c4bf5f7c644e

Win.Trojan.Backoffpos.VRT

79899a6f6f3fc1f10f6aa6f41716d1c3b6eb30682dcf5364f42
9b3a6312aeb6a

Win.Trojan.Backoffpos.VRT

301e8d50e28045022e968c020a69d9d0130b0e125f9e9a0e
74390f88d73c8fb3

Win.Trojan.Backoffpos.VRT

4142e883a7800289b48c49ed4b8450a9559242e0b367512
2f25ec4ac3d33d9b7

W32.Trojan:Dropper.17jg.
1201

99046025f8196560a13b64d7751b16edb43fc9aee34efd4cd
99dc946fc93237c

Trojan:FYIY-tpd

8b25e2afa04d17bc08f55d8daf86d2390b5b70d7619cc64cd
659f374ffca7285

Heur:Trojano-tpd

0ac4785b540f0a08e556ff0cb74455f472efd2f1b68f49d8282
5fefd64e540f6

W32.Variant:Dropper.17jd.
1201

1d79e60a2a457df197ce8021100dd520fd3c545223c3ef822
c804073f758cf8b

Heur:Obfuscated-tpd

0661ae83f8de1946b25d359c8158627956c57e221eb39d24
bce5cdbda1b6e2fe

W32.Trojan:Agent.17i3.1201

3c3f71ea5f86a708eb8a3e09f0bcd94fea19df0edabf8949e8
450430adce4e2a

AIA:Trojano-tpd

bdd33448aaa215fc7bb739b734f81d706e00543d9fd87a8f7
cd3340ae33f5611

Win.Trojan.Backoffpos.VRT

42b3edcfb4473313c551e4522cc25dda85801d95e3f72470
ac38e9cd3663b9cd

Cekar:Klest-tpd

c0c396292f5747c0c790a3c787465dad17808cef4c6038e33
2e7e6750d70c8af

Win.Trojan.Backoffpos.VRT

b56c71051592526f84036ce25831682a07f973c2dbfd67b9d
9b0d91d88903d1b

Heur:Trojano-tpd

ab473c5ec638d173853ed2680432241463ab65c6ac880cc2
6e07fd186b18c72f

Win.Trojan.Backoffpos.VRT

2732efaa02fae1c3f16546160986a4a0ca36d0f7b8a1b70d2f
c379c216f7d454

Mobler:Obfuscated-tpd

d4dff811e11c10566808d62a09ffc75f46fe8db64cea75566ca
ec30266d31e85

Trojan-tpd

6888d8839870f24ff1853db9ddab0def3ee311f971f89772cd
1ebc81e89a8313

Trojan-tpd

84792773047e2ae7f3dbcc9d49ecfa1dc254d3ddd31654f60
3e4825a2e35bb46

Mobler:Obfuscated-tpd

d10941638416dbea1dbac51ce5cae3f35b4d0c96d2dce1d9
8e00245f09381e28

Mobler:Obfuscated-tpd

a348178b7466118730847dcf7da144127b5665a894470c2d
8a1e193b7615fa43

W32.Generic:CSWX.17ck.
1201

a80a5501ecff41c850bb6b76e44035e73f91f7cac563ef6db6
9b9ee2c4568b23

Trojan-tpd

b9789a18feb071e27f9d1751bac04df5cc0f266a120306b28
5246aed9c87b7c0

Win.Trojan.Backoffpos.VRT

4bc1b924c9d2384f0932294708f44d437792573199d0c3f78
8ce56dbfeefb291

Win.Trojan.Backoffpos.VRT

15232dd959c434c2e5a7e92038b95ad7c200711c6b379b0f
3da8883bef54a1f9

Win.Trojan.Backoffpos.VRT

3bf0efef6aa2212dc0cc81f5a68ac68df317b53a21e70c32cc
bdcaf823850d82

Win.Trojan.Backoffpos.VRT

54267e4e5903c0c94dd0098fd99fbb9c22dd6208f619d11ab
bb1e4947094ede2

Mobler:Obfuscated-tpd

43a3d0b8be9c18b8c59283800ed882bf72eec298524ae2ffe
91a44112b8137fb

Heur:Trojano-tpd

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201



SHA256 Detection Name

a88573c55b3901e5e40502ac9146449c1b21b9c8fdfafd249
c6760be2aa947ae

W32.Generic:Dropper.17jz.
1201

3a40b3fcb0707e9b5ae6dd9c7b4370b101c37c0b48fa56a6
02a39e6d7d5d0de5

W32.GenericKD:BackoffPOS
D.17j1.1201

11591204155db5eb5e9c5a3adbb23e99a75c3b25207d07d
7e52a6407c7ad0165

W32.Agent:DH.17kd.1201

067d6f9eb0059a33343667ccdfabddc61c340b72c5db4734a
831ea7b84e7d078

SFL:BackoffPOS-tpd

fca6b4a9bf36ac8bcb796d7be17aada272aa55593d796759
92cdc438b754fb73

SFL:BackoffPOS-tpd

93097f887951fa949f7bbf3f36b93502aeb95a003661a23ea0
a7253c2fc44d5d

Win.Trojan.Backoffpos.VRT

066692f757e059ca3dbe4dbd3256b7255a1c0bb86d1c1cc8
51ca7bba9ae010cd

Mobler:AMAY-tpd

938626a243d256ba8f135308c4347b0d7c8d37512e6e679a
17e630323ec0827c

Win.Trojan.Backoffpos.VRT

bf693160f8a2857ba9f16ca028e6a63074c0a3038aa3dee79
92f37e04c04469e

W32.GenericKD:Dropper.
17ka.1201

484841d4a3dadd95552c278a41072ebec1eda9a9bbd93d2
9be4215df595b016d

W32.Variant:Drop.17j1.1201

eea425746483fec74ffcef4ae1d72849876506e738cbcdac77
e46834a0720efc

SFL:Troj_Generic-tpd

b2e138761d778765b18f06ec34b51166d96251e6252bb0ce
69a569f003f3e7f7

W32.Backoff:Trojan.17ka.
1201

d22bda05dc866fb56773be3798f9afc2f0928984a7fd4408a8
5862fd357c7e03

W32.Malware:Spy.17ka.1201

3d9f37246356ca098177c770dff70fe5bb44db7485c2da80e
b7c7dd82da6f958

W32.GenericKD:Unskal.17jt.
1201

385fade68fed9ae60e49529fe545137c88cbf7a44800f1298b
66c0095b4023b6

SFL:BackoffPOS-tpd

db95b423bfca79a8c02fc1cc8f86f6cf926218b5558caf1429e
69eab5a94ed60

SFL:BackoffPOS-tpd

d9076f48a055f1b3897349c858db5a6787a081e3b063a18d
a5372acb13b0e97e

SFL:BackoffPOS-tpd

235680cdee9edc4d993f6a25f3b6e7d1441c3b39eadff819a
1a90e6f1a165740

W32.GenericKD:GJWBN.
17hj.1201

17c4d33b404e57bc84292bbb025d20c76ba37590372b131
3203b9c3eb842d42b

W32.GenericKD:Zhelatin.
17j0.1201

b9471bacc32585c2f2b4af562a1b1543e0b04522e0de04b8
02355a8c8d951366

Trojan:Zhelatin-tpd

6448813b66fca735f277e5e3f7915467753dc1305ba25ce46
ac2a9d2b9d45b45

SFL:BackoffPOS-tpd

5fded48a9a02b4f9e422fe08f7cd248cc8d42c8c4a4b1ea8eb
5eed7042e7a26f

W32.Malware:Spy.17jz.1201

d9ba782016e834bab365d72071a66c54aa3b6821d957908
b2da316cc5b66a8bd

W32.GenericKD:Backoff.17jc.
1201

d33cd3dafb226e4e65f7e8a31026be4376f2f8ec8d86516e6
1c9d82c1630d9ae

Win.Trojan.Backoffpos.VRT

b1ebeebe4e7bf6b7c257cb017523896b49c0d8c2fc761d1be
dc5e9c2b9bd0e73

W32.Malware.17jz.1201

da33c1ff835658fd4c7cce31b38d8d8f42d9fe62c5842c1ac1
356bf7a0b6d20a

W32.Malware:Spy.17jy.1201

6b0f3f78c8e63b5e316c643c1719c43a5be853d13c62d89ee
50528aaafd87e7f

W32.Malware:Spy.17jv.1201

8aeb3378f677e56f5b57005a496b33a2c29ab3852b85f9a9f
9c24462969ff399

SFL:BackoffPOS-tpd

507d6ee93f84126043045c33c9b6e3c2acc22bddc36c453ff
e6949c564c27500

W32.GenericKD:Injector.17jy.
1201

c17b8c6acdd6c6c38a894f30675b50ec450fb4f7635c0330d
1b80358d21246e4

Win.Trojan.Backoffpos.VRT

f1ad3e40c640088dac340ab3985891efb381cbe4a25b0ef00
32235f18003c7ba

SFL:BackoffPOS-tpd

0e5a5ceb3389632510226d3d9ae8cdbfda12a3fad3bcd2e8
b994bc3073f8b67c

Dropped:BackoffPOS-tpd

d420ca832e7df87a7c514ebd87e2a33800a387204c0e241d
96e6c40589678bdc

W32.GenericKD:Gen.17jv.
1201

fd049f9441b59c491f97b9a8d79ef1b3cea7680326046cb61
5aa79402e0849f2

Heur:Trojano-tpd

620e35667315fd986aef33dff6e86c1a9fbd92de2410c6bdb0
ed2bc6046ee2e9

W32.GenericKD:Dropper.
17ju.1201

07c257ce0607e45a793fa3ee2c392e7bcd62a8749349aa84
8254994acfab452b

W32.Variant:Malwaregen.
17jt.1201

c4e56ad1cdc76612ee788f07d2fc7480f6cd09ee48c440216
bd126cecad00532

W32.GenericKD:Dropper.
17js.1201

3ec70ed448ce01954bee89c6055515c82f28e651bdda5020
e11a3ad4ab6f703f

Heur:Trojano-tpd

db66d977e65b74ef71450698538888c51435c3a91bb80855
ae00c81dc07f562e

Heur:Trojano-tpd

586f3d745629fd0dca7b6664c48176aa7c2c1596bde69d91
713a2ddadd26679f

Heur:Trojano-tpd

f8f60b34857f8627ff6be78010c61c1c48d95bb3b8365e2993
fca7e3e5d8062c

Win.Trojan.Backoffpos.VRT

201894b3437670a3e80d86bf6d8d6e781f18761df443f0359
3460bc155f084c8

SFL:BackoffPOS-tpd

32522c96895f731df893793c7f752208c857406e5ecb36d4e
49f5152e07370b1

SFL:BackoffPOS-tpd

c2fc9e95a7dc5e11d7995b3ff61f0221321ee1bcb988cd8af1
76e43696e2aaec

SFL:Troj_Generic-tpd

7dc3918542517aa051cf33d6f83da09ede1b4d96d2b332b7
9ff76f9641cf0ec2

SFL:BackoffPOS-tpd

806f184457bbc2b9b764e704cf90934510d6f28d50f696874
7b1c4bf5f7c644e

Win.Trojan.Backoffpos.VRT

79899a6f6f3fc1f10f6aa6f41716d1c3b6eb30682dcf5364f42
9b3a6312aeb6a

Win.Trojan.Backoffpos.VRT

301e8d50e28045022e968c020a69d9d0130b0e125f9e9a0e
74390f88d73c8fb3

Win.Trojan.Backoffpos.VRT

4142e883a7800289b48c49ed4b8450a9559242e0b367512
2f25ec4ac3d33d9b7

W32.Trojan:Dropper.17jg.
1201

99046025f8196560a13b64d7751b16edb43fc9aee34efd4cd
99dc946fc93237c

Trojan:FYIY-tpd

8b25e2afa04d17bc08f55d8daf86d2390b5b70d7619cc64cd
659f374ffca7285

Heur:Trojano-tpd

0ac4785b540f0a08e556ff0cb74455f472efd2f1b68f49d8282
5fefd64e540f6

W32.Variant:Dropper.17jd.
1201

1d79e60a2a457df197ce8021100dd520fd3c545223c3ef822
c804073f758cf8b

Heur:Obfuscated-tpd

0661ae83f8de1946b25d359c8158627956c57e221eb39d24
bce5cdbda1b6e2fe

W32.Trojan:Agent.17i3.1201

3c3f71ea5f86a708eb8a3e09f0bcd94fea19df0edabf8949e8
450430adce4e2a

AIA:Trojano-tpd

bdd33448aaa215fc7bb739b734f81d706e00543d9fd87a8f7
cd3340ae33f5611

Win.Trojan.Backoffpos.VRT

42b3edcfb4473313c551e4522cc25dda85801d95e3f72470
ac38e9cd3663b9cd

Cekar:Klest-tpd

c0c396292f5747c0c790a3c787465dad17808cef4c6038e33
2e7e6750d70c8af

Win.Trojan.Backoffpos.VRT

b56c71051592526f84036ce25831682a07f973c2dbfd67b9d
9b0d91d88903d1b

Heur:Trojano-tpd

ab473c5ec638d173853ed2680432241463ab65c6ac880cc2
6e07fd186b18c72f

Win.Trojan.Backoffpos.VRT

2732efaa02fae1c3f16546160986a4a0ca36d0f7b8a1b70d2f
c379c216f7d454

Mobler:Obfuscated-tpd

d4dff811e11c10566808d62a09ffc75f46fe8db64cea75566ca
ec30266d31e85

Trojan-tpd

6888d8839870f24ff1853db9ddab0def3ee311f971f89772cd
1ebc81e89a8313

Trojan-tpd

84792773047e2ae7f3dbcc9d49ecfa1dc254d3ddd31654f60
3e4825a2e35bb46

Mobler:Obfuscated-tpd

d10941638416dbea1dbac51ce5cae3f35b4d0c96d2dce1d9
8e00245f09381e28

Mobler:Obfuscated-tpd

a348178b7466118730847dcf7da144127b5665a894470c2d
8a1e193b7615fa43

W32.Generic:CSWX.17ck.
1201

a80a5501ecff41c850bb6b76e44035e73f91f7cac563ef6db6
9b9ee2c4568b23

Trojan-tpd

b9789a18feb071e27f9d1751bac04df5cc0f266a120306b28
5246aed9c87b7c0

Win.Trojan.Backoffpos.VRT

4bc1b924c9d2384f0932294708f44d437792573199d0c3f78
8ce56dbfeefb291

Win.Trojan.Backoffpos.VRT

15232dd959c434c2e5a7e92038b95ad7c200711c6b379b0f
3da8883bef54a1f9

Win.Trojan.Backoffpos.VRT

3bf0efef6aa2212dc0cc81f5a68ac68df317b53a21e70c32cc
bdcaf823850d82

Win.Trojan.Backoffpos.VRT

54267e4e5903c0c94dd0098fd99fbb9c22dd6208f619d11ab
bb1e4947094ede2

Mobler:Obfuscated-tpd

43a3d0b8be9c18b8c59283800ed882bf72eec298524ae2ffe
91a44112b8137fb

Heur:Trojano-tpd

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201

a095542e05e01e6174fd83b6206f2acc32e4862eac495958
75b247fa08d6ed4c

W32.Generic:CSWX.
16n4.1201


